Senior Security & Cybersecurity Lead
Location: Auckland
Reports to: IT Operations Manager
Employment Type: Full-time, Permanent

About the Role
As we accelerate our transformation into a modern fintech powering the New Zealand and Australian markets, security is a foundational pillar of our technology strategy. We are introducing a new senior role to lead and uplift security across our platforms, infrastructure, data, and operations.
The Senior Security & Cybersecurity Lead will be responsible for designing, implementing, and continuously improving our security posture across Azure, Microsoft 365, and hybrid infrastructure, while enabling safe and scalable growth. This role blends hands-on technical leadership with strategic oversight and cross-team collaboration.
You will work closely with engineering, product, infrastructure, compliance, and executive leadership to ensure our systems, people, and processes are protected against evolving cyber risks.

Key Responsibilities
Security Leadership & Strategy
· Develop and maintain the organisation’s cybersecurity strategy and roadmap aligned with business goals.
· Act as the security subject-matter expert for cloud, infrastructure, and SaaS systems—particularly across Azure and Microsoft 365.
· Lead the uplift of cybersecurity maturity across teams through guidance, mentoring, and best practices.
· Own and maintain security governance, including security policies, frameworks, and standards.
Cloud & Infrastructure Security
· Architect and implement secure configurations in Azure, Azure AD/Entra, and Microsoft 365.
· Oversee identity and access management, conditional access, privileged identity management, and Zero Trust principles.
· Evaluate and implement Secure Access Service Edge (SASE) solutions and modern network security frameworks.
· Lead vulnerability management, threat modelling, and security architecture reviews.
Operational Security
· Lead incident response processes, including preparation, detection, response, and post‑incident recovery.
· Manage security monitoring and analytics via SIEM tools (e.g., Microsoft Sentinel).
· Implement and maintain controls for data loss prevention, endpoint management, and secure configuration baselines.
· Oversee third‑party risk assessments and vendor security assurance.
· Be available outside normal business hours when required for high‑priority security incidents, urgent vulnerabilities, or critical production issues.
Collaboration & Influence
· Partner with engineering and infrastructure teams to embed secure-by-design principles in projects and systems.
· Communicate security risks and priorities effectively to technical and non-technical stakeholders.
· Provide leadership across the organisation on cybersecurity awareness, training, and culture.
Compliance & Assurance
· Support compliance with regulatory and industry requirements relevant to financial services in NZ and AU.
· Drive continuous improvement through audits, penetration testing, and external assessments.

Skills & Experience
Essential
· 7+ years of experience in security or infrastructure roles, with at least 3 years in a senior or lead position.
· Strong experience with Microsoft Azure, Microsoft 365, Entra/Azure AD, and cloud-native security controls.
· Hands-on expertise with modern network and infrastructure security, including SASE, firewalls, endpoint security, and Zero Trust architectures.
· Deep understanding of cybersecurity frameworks such as NIST, ISO 27001, CIS, or similar.
· Demonstrated ability to lead, influence, and collaborate across teams.
· Experience designing and implementing security processes, policies, and governance structures.
· Strong knowledge of threat landscapes, incident response, and security operations.
Preferred
· Experience in financial services or other regulated industries.
· Certifications such as CISSP, CISM, CCSP, AZ-500, SC-200, or similar.
· Familiarity with DevSecOps principles and security automation.

What We Offer
· The opportunity to build and own the security foundations of a modernising fintech.
· A high‑impact role with visibility across the organisation.
· A culture that values innovation, accountability, and leadership.
· Support for professional development and certifications.

